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This Careers Privacy Notice for Job Applicants Supplement explains how 
Citibank, N.A., Ha Noi Branch and Ho Chi Minh City, Branch in Vietnam 
(collectively “Citi Vietnam”) process (as defined by local applicable law 
and described in Section 4 of this Supplement) your Personal Data and 
being used as a supplement to the Careers Privacy Notice for Job 
Applicants(together “Privacy Notice”). They apply to you if you are a 
person whose personal data is protected under Vietnamese laws, 
including the Law on Personal Data Protection No. 91/2025/QH15 
(“PDPL”) and Decree No. 356/2025/ND-CP (“Decree 356”) and as 
amended from time to time. 

This Supplement provides additional information required under 

Vietnamese laws. In the event of any conflict or inconsistency between the 

Careers Privacy Notice for Job Applicants and this Supplement, the 

provisions of this Supplement shall prevail for the processing of Personal 

Data subject to Vietnamese laws. 

 
1. Lawful basis and consent 

 
a) We process Personal Data based on explicit consent of Data Subject, 

unless otherwise permitted by laws (regarding consent exemption – 
kindly refer Section 2 below).  

b) For consent to be valid, your consent hereby is understood that it is 
voluntary and based on your full awareness of the data type, 
purposes of the processing, parties involved and Your rights and 
obligations as a data subject, as detailed in Sections 10 and 11 of this 
Notice. 

c) Consent is expressly expressed in the appropriate manner permitted 
by law, including: in writing; recording; phone messages; emails, 
emails, emails, on websites, platforms, applications with technical 
settings for consent; by other methods in a printable or 
reproductionable format including in electronic or verifiable format. 

 

 

 

 

d) Any assumed or inferred consent is not treated as a valid consent by 
laws of Vietnam. 

https://jobs.citi.com/privacy
https://jobs.citi.com/privacy
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e) Your consent is valid for the duration of your employment with Citi, 
unless you withdraw it earlier in according to this Notice or another 
legally compliant duration. 

f) We – as Data Controller, are committed to maintaining a clear and 
verifiable record of your consent for processing Personal Data and to 
demonstrate that your valid consent was obtained rests with us. 

2. Personal Data Processes without consent 

 

 

 
We may by laws process Personal Data without your consent in the 

following specific cases:  
• In urgent cases to protect the life or health of you or others. 
• To respond to emergencies related to national security, or to prevent 

riots, terrorism, and crimes. 
• To fulfil our contractual obligations with you. 
• 

 
To serve the operations of state agencies as prescribed by law. 

In the specific case above where we process your personal data without 
your consent as permitted by law, we remain fully committed to 
protecting your data. We have established robust supervision 
mechanisms as required by Article 19 of the Personal Data Protection 
Law, which include:  
• Internal Controls: Implementing clear internal procedures and 

regulations for processing data in these scenarios. 
• Risk Assessment: Regularly assessing potential risks to ensure your 

data is protected appropriately. 
• Oversight and Audits: Conducting periodic inspections and 

assessments of our compliance with all data protection laws and 
procedures. 

• Feedback Mechanism: Maintaining a system to receive and handle any 
feedback or inquiries regarding our data processing activities. 

 
3. What types of Personal Data does Citi process from you?   

 
“Personal Data” means digital data or other forms of information that 
identifies or can be used to identify a specific individual. Personal Data 
includes Basic Personal Data and Sensitive Personal Data. Citi collects 
and processes the following categories of your Personal Data:   
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3.1.1. “Basic Personal Data”  means personal data reflecting common 
personal details and background information, frequently used in 
transactions and social relations and specified by the Government 
of Vietnam, including but not limited to .name, date of birth, place of 
birth, ID/passport number, nationality, contact information, gender, 
images, marital status, family relationship, personal digital account 
and other information associated with a specific person or to 
identify a specific person. 

 
3.1.2. “Sensitive Personal Data” means personal data associated with 

individual privacy that, if infringed upon, would directly affect your 
legitimate rights and interests. This includes political and religious 
views; health status, personal/ family secrets and private life; 
information related to ethnic background and ethnic origin; 
biometric data, genetic characteristics; sexual life/ orientation;  
location is determined through location services; usernames and 
passwords to access electronic identification accounts; Images of 
identity cards; Username and password of the bank account; bank 
card information, data on transaction history of bank accounts; 
financial information, credit and information on activities, history of 
financial, securities and insurance transactions; data to track 
behaviour, activities using telecommunications services, social 
networks, online communication services and other services in 
cyberspace and other personal data required by law to be kept 
confidential or strict security measures are required. 
 
We hereby explicitly inform you that the specific information you are 
being asked to provide will include your personal data classified as 
"Sensitive Personal Data" under Vietnamese law and the Careers 
Privacy Notice for Job Applicants for your consent. 
 

3.1.3. Citi may, in addition to the above, collect Personal Data from the 
Employees’ tax documents, credit bureau documents and training 
records.   
 

3.1.4. Citi also collects the Personal Data of your related persons, 
including but not limited to parents, children, business referees, 
spouse, and/or domestic partners via various channels, including 
marriage certificate, birth certificate, copy of their Vietnamese 
identification card and/or passport. Citi may also collect Personal 

https://jobs.citi.com/privacy
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Data of your emergency contact person. Before providing their 
Personal Data to us, you shall ensure that such persons are duly 
notified about such collection, and that they have consented to the 
disclosure of their Personal Data to Citi.   

 
4. Why does Citi process Personal Data?   

  

Under the applicable laws, personal data processing refers to activities 
impacting personal data, including one or more of the following: 
collection, analysis, summary, encryption, decryption, modification, 
deletion, destruction, de-identification, provision, disclosure, transfer of 
personal data, and other activities impacting personal data.  

The Personal Data provided by you or on your behalf to Citi from time to 
time prior to or in the course of your employment with Citi (if employment 
is subsequently offered to you) shall be used by Citi for legitimate 
purposes which include without limitation workforce relations and 
human resources administration, business administration and operation 
management, information security and technology services, physical 
security and safety, prevention, detection and prosecution and to 
comply with obligations imposed by law.  

To be clarified further, Citi collects and processes your Personal Data for 
different purposes, as set out below:   

  

  
a)  Where the collection or processing is necessary for Citi to 
perform a contract with you, or to proceed with your request, prior to 
entering into a contract for the purposes listed out Section 
“Categories of Personal Information and Purposes of Processing” of 
the Careers Privacy Notice for Job Applicants. If you do not provide 
certain Personal Data when requested, Citi may not be able to 
proceed with your request to enter into an employment contract, or 
may not be able to perform contractual obligations, either in whole or 
in part, which may include the provision of benefits, welfare or 
compensation to you.   

  
b)   Where the collection and processing are required by applicable 

laws:   
   

https://jobs.citi.com/privacy
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Where necessary for Citi’s or third party’s legitimate interests:  Citi also 
records your images and motions via our installed CCTV when you are in 
our premises, or Citi may request for footage from other third parties, 
which may include your images and/or motions, if this is required to 
protect our lawful interests.   

 
c) Where you consent to the processing of your Personal Data:   

  
i.    In certain circumstances, to collect your Sensitive Personal Data for 

the purposes prescribed   herein. Citi may also collect your health-
related data, or request a medical certificate, to support your 
request for sick leaves or other employment-related request, or to 
reimburse for the medical expenses (if applicable).  

ii.   To publish your photograph on public domain such as Citi’s website, 
newspaper, or other social media.   

 

  
d)  Where necessary for the establishment, compliance, exercising, or 

defense of Citi’s legal claims.   

e)  Where the collection or processing of your Personal Data is necessary 
to protect the vital interest, including where you have an accident or 
serious illness.   

Your Personal Data may be used for registering with counterparts such 
as banks, agents or vendors in the course of business of Citi, where 
necessary.   

 

 

 
We will not use your credit information for scoring, credit rating, credit 
information assessment or credit rating assessment without notice, a 
specific description and Your (and Your Organisation's consent if any 
depending on the specific context).   
 
5. Use of advances Technologies: 
 
Further to Citi’s commitments provided in Section “Automated Processing 

and Artificial Intelligence” of the Careers Privacy Notice for Job 
Applicants, in case of using advanced technologies (including but not 
limited to AI/ Metaverse, Cloud, Big Data and BlockChain) we also fully 
adhere the personal data protection principles as required by laws. 

https://jobs.citi.com/privacy
https://jobs.citi.com/privacy
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Among the above-mentioned general statutory personal data protection 

principles in using advanced technologies, some noting points under 
laws of Vietnam includes 

• Artificial Intelligence (AI): In cases where we use AI or automated systems 
to process your personal data, we will inform you of this activity and 
explain the principle of operation of an algorithm and potential impact of 
these systems on your rights if any. 

• Blockchain Technology: If we utilize blockchain technology in our 
operations, we ensure that personal data is protected. We will not store 
readable personal data directly on a blockchain. Instead, we will use 
cryptographic methods, such as encrypting the data or storing only its 
unidentifiable hash value, to ensure its integrity and security cannot be 
compromised. 

• Cloud Services: We apply technical and organizational measures to 
prevent personal data from being accessed without authorization in case 
of implementing cloud services. 

• Big Data: We apply measures to ensure network security, data security 
and prevent personal data loss in processing storing and transmitting 
personal data. 

 

    
6. Where does Citi collect Personal Data?   

As stated in the Section “Sources of Personal Information” of the Careers 
Privacy Notice for Job Applicants. 
 

7. To whom does Citi provide Personal Data?   
 

As stated in the Section “Disclosure of Your Personal Information” of the 
Careers Privacy Notice for Job Applicants.  For this purpose, we 
completely comply with Vietnamese laws requirements on provisions of 
personal data.  
 

        8.   Where does Citi transfer Personal Data?   
 
The data transfer from Citi to another recipient if any must be aligned with 
the permitted purposes of processing Personal consented by You and on 
the basis of establishing a commitment to contract/agreement with the 
recipient to ensure compliance with the applicable local laws on protection 
of your Personal Data. We also commit to fully comply with requirements of 
all laws that governs Citi in such data transfer. 

https://jobs.citi.com/privacy
https://jobs.citi.com/privacy
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Further, cross border data transfer could occur as explained in Section 
“International Data Transfer” of the Careers Privacy Notice for Job 
Applicants.  
 
To the extent permitted by Vietnam laws and for, cross border data transfer 
purpose, we are required to prepare a Dossier on the Impact Assessment 
of Cross-Border Personal Data Transfer and submit it to the personal data 
protection authorities.  As a result, You are also required to cooperate with 
us in providing related information/ data for completion of such impact 
assessment. 

  
      

 
9.   For how long does Citi retain Personal Data?   

        We follow Section “Data Storage and Retention Periods” of the Careers 
Privacy Notice for Job Applicants and local applicable laws, including 
Personal Data Protection Law and Employment Law as set out in the 
Country Retention Schedule therein unless otherwise another retention 
explicit agreed by Citi and You or given by laws. 
   
     10.   What are your rights in relation to Personal Data?   

  
Under the Law on Personal Data Protection of Vietnam, you are granted the 
following rights. 

• Right to be Informed: To be informed about the processing of your 
personal data.  
• Right to Consent: To consent, refuse consent, or request the 
withdrawal of your consent for data processing.  
• Right to Access: To view and request a copy of your personal data. 
• Right to Rectification: To request the modification of your personal 
data to ensure it is accurate. 
• Right to Restriction of Processing: To request the restriction of 
processing activities. 
• Right to Object: To object to the processing of your personal data to 
prevent or terminate such activities. 
• Right to Data Deletion: To request the deletion of your personal data. 
There may be some instances where We are not able to erase Personal 
Data: 

✓ The applicable laws and regulations stipulate that 
Personal Data deletion is not allowed;  

https://jobs.citi.com/privacy
https://jobs.citi.com/privacy
https://jobs.citi.com/privacy
https://jobs.citi.com/privacy


 

VIETNAM CAREERS PRIVACY NOTICE FOR JOB APPLICANTS SUPPLEMENT    Page 9 of 16 
Public  2026 

 

✓ Personal Data has been made public in accordance with 
the laws and regulations;  
✓ Personal Data is processed to serve legal requirements, 
scientific research and statistics as prescribed by laws and 
regulations;  

✓ In case of national defense and security, social order and 
safety, major disasters or dangerous epidemics; when there 
is a threat to national security or defense but not to the 
extent of declaring a state of emergency; prevention and 
prevention of riots, insanity, prevention of crime and 
violations of the laws and regulations;  

✓  Response to an emergency that threatens your life, health 
or safety or another individual’s.  

❖ Personal Data shall be permanently deleted in the following 
cases:  

✓ The Personal Data has been processed for improper 
purposes, or the purpose(s) consented by You for the 
Personal Data processing has been fulfilled;  
✓ The storage of Personal Data is no longer necessary for 
our operations; 
✓ We are dissolved or no longer operate or declares 
bankruptcy or has our business operations terminated in 
accordance with the laws and regulations Right to Complain 
and Denounce: To complain, denounce, or initiate a lawsuit 
regarding violations of data protection laws. 

• Right to Claim Damages: To claim compensation for any material or 
non-material damage caused by violations. 

• Right to Self-Protection: To protect your data by yourself according 
to the law or request competent agencies to do so.  

• Right to Request Protection: To request that competent agencies 
adopt measures to protect your personal data. 

 
When you make a request for any of the rights above, we will respond 
within 2 working days (or another timeline provided by applicable laws at 
the date of proper request) and implement it in a timely manner as 
prescribed by law and agreements if any between you and us.   

In case of either your partially or totally consent or withdrawal, we might not 
be able to carry out certain activities, and it will have impact to the 
implementation of any agreement or process between you and Citi. 
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Withdrawal of your consent shall not affect any processing of your 
Personal Data for which you have already provided consent, and which has 
already taken place prior to such withdrawal.  

11. What are your obligations in relation to Personal Data?   

You have obligations: 
✓ Self-protection of your personal data; request other relevant 
organizations and individuals to protect your Personal Data; 
✓ To provide complete and accurate personal data when 
consenting to the processing of personal data, 
✓ Compliance with the provisions of the law on the protection of 
Personal Data  
✓ Notify Citi immediately if you discover or suspect that your 
Personal Data has been disclosed, leaked or any breach of 
Personal Data protection that You are aware of 
✓ Update and comply with any changes (if any) related to Citi's 
Personal Data protection policy 
✓ Other obligations as prescribed by laws. 

12. What are prohibited activities? 

The Law prohibits: 
a) Processing personal data against the State of the Socialist 

Republic of Vietnam, affecting national defense and security, 
social order and safety, legitimate rights and interests of agencies, 
organizations and individuals 

b) Obstructing the protection of personal data 
c) Taking advantage of personal data protection activities to commit 

acts of violating the law 
d) Processing personal data in contravention of the law. 
e) Using other people's personal data, allowing others to use their 

personal data to commit acts contrary to the provisions of law 
f) Buying and selling personal data, unless otherwise provided for by 

law. 
g) Appropriation, intentional disclosure, loss of personal data. 
 
Violations are subject to significant administrative fines (which can 
be based on revenue) or criminal prosecution.  

13. How Personal Data to be secured?   
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Further the security measures listed out in Section “Security” of the 
Careers Privacy Notice for Job Applicants, we also:  

a. Comply with the provisions of this Law, the law on labor, 
employment, the law on data and other relevant laws; 
b. Your Personal Data will be stored for a period of time as prescribed 

by law or as agreed;  
c. Your personal data will be deleted or destroyed upon termination 

of the contract, unless otherwise agreed upon or provided for by 
law.  

d. The processing of your personal data collected by technological 
and technical measures in employee management is prescribed as 
follows:  

✓ Only apply technological and technical measures in 
accordance with the provisions of law and ensure the rights 
and interests of personal data subjects, on the basis that 
you are well aware of such measures; 
✓ Not to process and use personal data collected from 
technological and technical measures in contravention of 
law. 

14. Consequences and Unexpected Damages that are Likely to Occur   

Despite all of our best efforts, the processing of your Personal Data 
may pose the risk of data leakage or inappropriate handling of data 
from time to time, for example, if a Citi employee sends an email to 
the wrong recipient or leaves documents on public transport. Citi has 
policies and processes, such as the Electronic Communications 
Policy, that all employees must be familiar with in order to ensure that 
our information is kept secure and confidential.  

15.  Storage of Personal Data  

15.1 Principally, your Personal Data collected by Citi will be stored inside 
Vietnam. However, as part of a   global company, and for the purposes 
stated herein, Citi may need to use various systems to Process your 
Personal Data, including systems hosted in servers within or outside of 
Vietnam. As a result, your Personal Data may also be stored or 
transferred to and stored outside of Vietnam.  

https://jobs.citi.com/privacy
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15.2 Citi maintains computer systems in data centers and at other 
locations in the United States of America and in various countries 
throughout the world and that Citi may collect, store, process, 
disseminate or use your Personal Data in manner that causes it to be 
transferred or accessed from computer systems owned or operated by 
or on behalf of Citi throughout its global computer network. 

  
16. Processing of Personal Data in cases where the consent is not 
required   

  
We may by laws process Personal Data without your consent in the 
following specific cases:  
a) In urgent cases to protect the life or health of you or others. 
b) To respond to emergencies related to national security, or to 

prevent riots, terrorism, and crimes. 
c) To fulfill our contractual obligations with you. 
d) To serve the operations of state agencies as prescribed by law. 
 

In the specific case above where we process your personal data 
without your consent as permitted by law, we remain fully committed 
to protecting your data. We have established robust supervision 
mechanisms as required by laws. 
 

 
17.   Data protection and breach notification  

We implement robust technical and organizational measures to 
protect your Personal Data. 

• We shall take Personal Data protection measures from the time 
of commencement and throughout the processing of Personal 
Data, including (i) management measures and (ii) technical 
measures.  
• We develop and issue internal regulations on Personal Data 
protection, clearly stating what needs to be done in accordance 
with the applicable law.  
• We shall audit cybersecurity for systems and devices and 
equipment serving the processing of Personal Data before 
processing, irreversibly deleting or destroying devices containing 
Personal Data.  
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• We shall appoint department and personnel in charge of 
Personal Data Protection and communicate detailed contacts of 
these with the Specialized Agency for Personal Data Protection.  

 
Notification of breach to you: If a breach occurs in relation to your 
personal data, we will notify you directly in a timely manner as 
required by law. 
 
Particularly, for incidents of your sensitive data, you will be notified 
within 72 hours of detection or another timeline required by 
applicable laws. The notification must also be reported to the 
competent state authority. 

 
18.  Non – influence.  

 

This Notice does not derogate from any of our Terms and Conditions of 
any contracts with you if any. Our rights under this Privacy Notice shall 
be additional and without prejudice to other rights of collection, use, 
disclosure, and other personal data processing activities available 
pursuant to such Terms and Conditions or under applicable laws and 
regulations and nothing herein is to be construed as limiting any of these 
other rights.   

 
19. Processing of personal data obtained from video recording, recording 
in public places  

 
We may record, video and process Personal Data obtained from audio 
and video recording activities in public places for the purpose of 
protecting national security, social order and safety, legitimate rights and 
interests of organization and individuals as prescribed by laws and 
regulations without your consent. When making audio or video 
recordings, we shall notify you so that you understand that you are being 
recorded and/or videotaped.  

 
20. Processing of children Personal Data  

  
Be noted that the processing of children's Personal Data shall always be 
carried out in accordance with the principle of protecting the rights and 
in the best interests of children.   
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The processing of Personal Data of children shall require the consent of 
the child where the child is 7 years of age or older and with the consent 
of his or her parents or guardians as prescribed, except for the case we 
can process without consent. We shall verify the age of children before 
processing children's Personal Data.   
  

  

The processing of children's Personal Data shall be stopped, irreversibly 
deleted or destroyed in the following cases:   

a) The processing of data is for improper purposes or the purpose of 
processing the Personal Data as agreed has been fulfilled;  
 

b) The parent or guardian of the child withdraws his/her consent to 
process the child's Personal Data;  
 

c) At the request of a competent authority when there are sufficient 
grounds to prove that the processing of Personal Data of children 
affects the legitimate rights and interests of children.   

 
 

21. How can You Contact Citi?   
  

If you would like to exercise any of your Data Subject Rights, you may 
contact us sending email to hrdataprivacy@citi.com  

  
22.  Changes to this Privacy Notice  

   
Citi may amend, change, or update this Privacy Notice from time to time, 
whereby Citi will notify you about such changes via Citi website of the 
Careers Privacy Notice for Job Applicants  
 
In the event that the amendment, change, or update will affect the 
purposes for which your Personal Data has originally been collected, Citi 
will notify you about such changes and obtain your consent (if 
applicable), prior to such changes becoming effective.   

  
This Privacy Notice shall take effect 1st  January 2026. 
 

Version Control  
DATE VERSION COMMENTS 

https://jobs.citi.com/privacy
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07/01/2023   1.0   ORIGINAL VERSION   

10/02/2024  1.1  ADMINISTRATIVE UPDATES TO 

REPLACING REFERENCES TO 

“POLICY” WITH “NOTICE”. 
CONFIRMED CONTACT 

INFORMATION IS CORRECT  

09/30/2025 1.2 ANNUAL REVIEW 

07/23/2026 1.3 UPDATES PER REGULATION 

CHANGES 
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