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This Philippines Careers Privacy Notice for Job Applicants Supplement
(Supplement) must be read together with and serves as a supplement to
the “Careers Privacy Notice for Job Applicants” available here (“Global
Notice”). This Supplement has been prepared pursuant to Republic Act
No. 10173 or otherwise known as the “Data Privacy Act of 2012” (the
“DPA”) to provide additional guidelines over and above those described in
the Global Notice.

PRIVACY STATEMENT

Citibank N.A. values your privacy and implements appropriate
measures to safeguard and properly handle your

personal information. We assure you that any personal data

processing shall be in compliance with the provisions of the DPA and its
Implementing Rules and Regulations.

STORAGE AND RETENTION

1. The retention, processing, profiling and sharing of
Personal Information will occur during the employment application
and evaluation stages, as well as for the duration of your
employment with Citi, up to a period of ten (10) years from the date
of separation or termination of employment. If your employment
application is not accepted, Citi will retain and process your
Personal Information for a period of up to three (3) years from
rejection of the application, to enable Citi to consider whether your
profile is suitable for other vacancies at Citi, and to inform you of
new vacancies or other recruitment initiatives. The abovementioned
retention periods are subject to Citi’s compliance with any domestic
or foreign law or regulation, or Citi’s involvement in any legal or
regulatory claims, orders or actions. Following the expiration of the
applicable retention period, Citi will either destroy, purge, anonymize
or render inaccessible or unusable all Personal Information,
excluding employment history information, which Citi will continue
to store, process and access for statistical, management, regulatory
and/or record purposes.

2. Citi implements technical, physical and organizational measures that

are appropriate to the risk to protect personal information against
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natural dangers such as accidental loss or destruction, and human
dangers such as unlawful access, fraudulent misuse, unlawful
destruction, alteration and contamination. Citi likewise ensures that
your personal information is accessed by our employees and staff
only on a “need-to-know basis” to ensure

confidentiality, integrity and availability of your

personal information.

SCOPE AND METHOD OF PERSONAL INFORMATION PROCESSING

The scope and method of Personal Information processing by Citi cover
the following:

a. “Processing” refers to any operation or any set of operations
performed upon Personal Information including, but not limited to,
the collection, recording, organization, storing, updating or
modification, retrieval, consultation, use, consolidation, blocking,
erasure or destruction of data, and outsourcing of these activities.
Processing may be performed manually, or through automated
means, if the Personal Information is contained or is intended to be
contained in a system. Personal Information may be processed and
stored in onshore or offshore systems.

b. “Profiling” refers to any form of automated processing of
Personal Information consisting of the use of
Personal Information to evaluate certain personal aspects relating to
a natural person, in particular to analyze or predict aspects
containing that natural person’s performance at work, economic
situation, health, personal preferences, interests, reliability,
behavior, location or movements.

c. “Data sharing” is the disclosure or transfer to a third party of
Personal Information under the custody of Citi or its data processors
and excludes outsourcing.
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